
Information and Analytical Brief
on Security Risks for Children in the Temporarily 
Occupied Territories of Ukraine When Obtaining 
Education and Engaging with the Ukrainian 
Information and Cultural Space

The purpose of disseminating this brief is to draw the attention of state authorities, 
international organisations, and other actors involved in maintaining contact with 
children and young people in the temporarily occupied territories of Ukraine (here-
inafter – TOT) to the need to systematically take security risks into account when 
implementing educational, informational, humanitarian, and communication initia-
tives, as well as to uphold the principles of “do no harm” and the “best interests of 
the child” in the development of public policy and public communication.

Introduction

In the context of the ongoing and protracted temporary occupation of parts of 
Ukraine’s territory, some school-age children continue to receive education under 
Ukrainian state standards. For many of them, distance learning in Ukrainian general 
secondary education institutions remains the only way to maintain a connection with 
the Ukrainian education system and the Ukrainian cultural space.

At the same time, children residing in the TOT and studying under Ukrainian educa-
tional programmes face a specific legal and security environment. In these territories, 
the legislation of the Russian Federation is de facto applied, while educational, law 
enforcement, and other institutions operate under occupation administrations. Under 
such conditions, the use of Ukrainian educational materials, participation in distance 
learning, joining Ukrainian online platforms, the use of state symbols or Ukrainian 
cultural content, as well as expressing views in support of the territorial integrity of 
Ukraine, may be regarded as grounds for administrative or criminal prosecution.

Legal and security risks for children arise not only from the public display of sym-
bols or political statements, but also from the very fact of receiving education un-
der Ukrainian state standards. The use of educational materials from the Ukrainian 
curriculum, discussions of historical events, cultural phenomena, or socio-political 
processes may fall under the broad interpretation of Russian legislation concerning 
the “discrediting of the armed forces”, “extremist activity”, “distribution of extremist 
materials”, or other related offences. An analysis of the Russian regulatory framework 
and its enforcement practices indicate a tendency towards an expansive interpreta-
tion of the concepts of “extremism” and “disloyalty”, including within the educational 
environment.
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At the same time, under conditions of constant control over the information space in 
the TOT, even interaction with Ukrainian educational resources, the use of Ukrainian 
online platforms, viewing or sharing Ukrainian cultural content, participation in dis-
tance learning, or taking part in online educational activities may attract the attention 
of the occupation administrations and create additional risks for children.

In this context, adherence to the principle of “do no harm” becomes particularly im-
portant in the development of public policy relating to public communication, edu-
cational practices, information campaigns, the use of Ukrainian online platforms and 
digital services, as well as cultural and educational content. Any actions involving 
children residing in the TOT must take into account not only educational, information-
al, or communication objectives, but also the potential security consequences for the 
children and their families.

In this regard, particular attention should be paid to content distributed to children 
who continue to reside in the occupied territories, taking security risks into account. 
Special attention should also be given to the way in which issues relating to children 
in the TOT are publicly covered, in particular preventing the dissemination of informa-
tion that could directly or indirectly contribute to their identification, reveal commu-
nication channels, patterns of participation in the Ukrainian educational process, the 
use of specific digital resources, or other data that could affect their safety.

The brief is addressed to the state authorities of Ukraine, primarily central execu-
tive authorities, Committees of the Verkhovna Rada of Ukraine, law enforcement 
bodies, the Office of the Prosecutor General and prosecution authorities, the 
Ukrainian Parliament Commissioner for Human Rights, as well as international or-
ganisations and specialised institutions whose activities are related to the protec-
tion of children’s rights and ensuring the right to education during armed conflict 
and temporary occupation.

The brief may also be useful for international institutions and organisations, embas-
sies, civil society organisations, expert communities, research institutions, and other 
actors involved in the development and implementation of educational, informational, 
humanitarian, and communication initiatives for children and young people from the 
temporarily occupied territories of Ukraine.

Limitations of the Analysis

This information and analytical brief is based on the analysis of open sources, public 
reports from the media and human rights organisations, as well as examples of law 
enforcement practices in the temporarily occupied territories of Ukraine.

At the same time, it should be taken into account that access to official information re-
garding the activities of occupation administrations, judicial bodies, and law enforce-
ment structures in these territories is limited. Some cases of persecution or pressure 
against minors may remain non-public or be documented only in individual reports by 
human rights organisations.

In this regard, the examples provided do not reflect the full picture of law enforcement 
practices; however, they make it possible to identify the main trends and potential 
risks that may arise for children receiving education under Ukrainian state standards 
under conditions of temporary occupation.
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Legal Risks Associated with Distance Learning  
in the Temporarily Occupied Territories

Legal risks for children residing in the temporarily occupied territories of Ukraine and 
receiving distance education under Ukrainian state standards may arise in various 
situations within the educational process. These risks are associated not only with 
the public use of Ukrainian symbols or the expression of civic views, but also with 
the use of educational materials, discussions of historical events or cultural content, 
and participation in educational activities that may be interpreted as manifestations 
of Ukrainian identity.

An analysis of the situation in the TOT makes it possible to develop a preliminary clas-
sification of the grounds for persecution and pressure:

Grounds for 
persecution and/or 
pressure

Documented examples

Use of Ukrainian state 
symbols (flag, coat of 
arms, anthem).

In occupied Mariupol (TOT of Donetsk Region), in 2022 the 
Armed Forces of the Russian Federation arrested teenagers 
for singing the Ukrainian national anthem. In the same city, 
in 2023, other minors were detained for possessing the flag 
of one of the units of the Armed Forces of Ukraine (following 
a conflict in the street). The occupation authorities classified 
their actions as an offence under paragraph “b”, part 2, Arti-
cle 213 (“Hooliganism motivated by political, ideological, or 
national hatred or enmity, or by hatred or enmity towards 
any social group”) of the Criminal Code of the Russian Fed-
eration (punishable by up to seven years’ imprisonment).

Public performance or 
listening to Ukrainian 
songs

In 2022, in Simferopol (TOT of the Autonomous Republic of 
Crimea), five individuals aged between 17 and 21 were pros-
ecuted under Article 20.3.3 of the Code of Administrative 
Offences of the Russian Federation, “Public actions aimed 
at discrediting the use of the Armed Forces of the Russian 
Federation for the purpose of protecting the interests of the 
Russian Federation and its citizens, maintaining internation-
al peace and security, or the exercise by state authorities of 
the Russian Federation of their powers for these purposes”. 
According to the occupation authorities, the alleged offence 
consisted of singing songs by Okean Elzy and chanting 
“Glory to Ukraine”, which was interpreted as “Nazi slogans 
of Ukrainian nationalists”.

2.
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Dissemination of 
materials recognised 
by Russian authorities 
as “extremist”.

At the end of 2025, in temporarily occupied Mariupol (TOT of 
Donetsk Region), the occupation authorities detained three 
ninth-grade pupils accused of “disseminating extremist ma-
terials”. According to Russian security services, the teen-
agers had allegedly “created a negative image of Russia” 
(including by “mocking” St George ribbons and the Russian 
tricolour) and distributed “nationalist symbols” (the insignia 
of the Azov Battalion) in a closed group on Telegram.

Public statements 
in support of the 
territorial integrity of 
Ukraine, recognition of 
the occupied territories 
as part of Ukraine, 
including their visual 
depiction as Ukrainian 
territory.

In May 2023, in temporarily occupied Yalta (TOT of Crimea), 
Russian law enforcement authorities prosecuted a 17-year-
old pupil in the final year of a local school after a video fea-
turing his statement was published on a Telegram channel. 
In the video, when asked by a passer-by about his views on 
the Ukrainian counteroffensive, the boy stated: “We support 
Ukraine”. Following the monitoring of social media, criminal 
investigation officers identified him and filed an administra-
tive protocol against the minor for allegedly “discrediting the 
use of the Armed Forces of the Russian Federation”. Thus, 
the public expression of a pro-Ukrainian position became 
the basis for the administrative prosecution of a child in the 
temporarily occupied territory.

Public discussion 
(including teaching) 
of historical events 
or literary works 
containing political 
parallels.

In March 2024, a 17-year-old girl from Crimea was persecut-
ed by the occupation authorities over publications in which 
Crimea was depicted as part of Ukraine, as well as accusa-
tions that she had listened to so-called “Nazi songs”. Follow-
ing the intervention of the security services, the minor was 
forced to issue a public apology.

The cases documented by the NGO Centre for Civic Education “Almenda” are also 
corroborated by materials from the analytical report of the East SOS Charitable Foun-
dation, “Violations of International Humanitarian Law in Education in Ukraine (Febru-
ary 2022 – May 2025)”, which includes interviews with participants in the education-
al process. According to the findings presented in the report, the above-mentioned 
risks primarily affect pupils.

In particular, according to testimony from a teacher from Kherson Region, the occu-
pation administration in the temporarily occupied territories systematically monitors 
the digital devices used by children in order to identify those receiving distance ed-
ucation in Ukrainian schools. As the respondent explained: “Simply getting in touch 
with a child through digital devices just to talk – no, everything there is very tightly 
controlled. They even check phones, monitor internet traffic: what time do they go 
online? And this may be checked almost every day, almost every other day. In cities – 
every day, and in villages – twice or even three times a week.”

https://east-sos.org/wp-content/uploads/2026/02/eng_report_documentation-1.pdf
https://east-sos.org/wp-content/uploads/2026/02/eng_report_documentation-1.pdf


Information and Analytical Brief
on Security Risks for Children in the Temporarily Occupied Territories of Ukraine When 

Obtaining Education and Engaging with the Ukrainian Information 5

Regulatory Framework of the Russian Federation on 
“Extremism” and “Discrediting the Armed Forces”, 
and the Practice of Its Application to Minors in the 
Temporarily Occupied Territories, Including Through 
the Educational Environment

3.1. Regulatory and Legal Framework Governing Liability for  
      “Extremism” and “Discrediting” in the Legislation  
      of the Russian Federation

It should be understood that neither the Criminal Code of the Russian Federation nor 
the Code of Administrative Offences of the Russian Federation contains provisions 
establishing liability for a “pro-Ukrainian position” as such. Instead, Russian legisla-
tion defines grounds for liability through broader categories, including “discrediting 
the armed forces”, “extremist activity”, “public calls”, “display of prohibited symbols”, 
“hooliganism”, and others.

At the same time, enforcement practice demonstrates that these provisions may be 
used to hold individuals, including minors, liable for public statements, the use of sym-
bols, or the dissemination of materials interpreted as expressing support for Ukraine 
or criticism of the actions of the Russian Federation.

Thus, the risk is associated not with the existence of a direct prohibition on a 
“pro-Ukrainian position”, but with the possibility of broad and arbitrary interpretation 
of statements and materials under existing provisions relating to discrediting, extrem-
ism, and related offences. Formally, such measures are justified by the need to en-
sure state security and public order. At the same time, in practice - both within the 
territory of the Russian Federation and in the temporarily occupied territories - they 
may be applied against individuals, including children, for manifestations of Ukrainian 
cultural, linguistic, historical, and national identity.

The scale and nature of such regulation are evidenced by the large number of pro-
visions in the Criminal Code of the Russian Federation and the Code of Adminis-
trative Offences of the Russian Federation establishing liability for extremist- and 
terrorist-related offences. Penalties range from fines, arrest, and compulsory labour 
to imprisonment. The boundaries for the application of these types of punishment 
remain vague.

For example, Article 20.29, “Production and Distribution of Extremist Materials”, pro-
vides for administrative liability in the form of a fine ranging from 1,000 to 3,000 rou-
bles or administrative arrest for up to 15 days, together with the confiscation of ex-
tremist materials and equipment used for their production, in the case of individuals.

3.2. Federal Lists of “Extremist Materials” and Prohibited Organisations

In the Russian Federation, the Ministry of Justice maintains a Federal List of Extremist 
Materials, which includes a broad range of books, publications, and other information 
materials. The possession or dissemination of such materials may be interpreted as 
an offence even in the absence of criminal intent.

3.
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As of April 2026, the list of prohibited materials published on the website of the 
Ministry of Justice of the Russian Federation contained 5,496 entries, ranging from 
religious literature and opposition publications to popular science texts on political 
topics.1   

Examples include the textbook National Security of Ukraine: Essence, Structure and 
Directions of Implementation (Kharkiv, 2002); the book Moscow Poison (Kyiv, 2015); 
the volume Russian Occupation and the De-occupation of Ukraine: History, Contem-
porary Threats and Present-Day Challenges (Proceedings of the All-Ukrainian Scien-
tific and Practical Conference, Kyiv, 2016); and the collection of geopolitical essays by 
A. Shkil, Wind of the Empire (Lviv, 1997), among others. It should be noted that this list 
is constantly expanding.

Particular attention should be paid to the fact that the risks faced by minors, teachers, 
and others are not limited to the use of Ukrainian state symbols or materials officially 
included in the Federal List of Extremist Materials maintained by the Ministry of Jus-
tice of the Russian Federation. In Russian judicial practice, public statements or inter-
pretations of literary works may also serve as grounds for liability if they are regarded 
as criticism of the current authorities or as “discrediting” state institutions.

In particular, George Orwell’s “1984” and “Animal Farm” are not prohibited in the ter-
ritory of the Russian Federation and are not included in the Federal List of Extremist 
Materials. At the same time, their public discussion in a political context or the draw-
ing of direct parallels with the current state authorities of Russia may be interpreted 
as a form of political expression which, under certain circumstances, creates potential 
risks for minors. Accordingly, risk assessment should take into account not only the 
formal existence or absence of a prohibition, but also the possibility of arbitrary inter-
pretation of content within a specific political context.

Separately, the Ministry of Justice of the Russian Federation maintains a list of organ-
isations whose activities are prohibited as extremist, while a unified federal list also 
exists for organisations recognised as terrorist.

In particular, a number of Ukrainian organisations have been classified as prohib-
ited: the Organisation of Ukrainian Nationalists (OUN) and the Ukrainian Insurgent 
Army (UPA) have been included in the list of extremist organisations; Right Sector 
has been recognised as an extremist organisation, while the Azov unit has been 
designated as a terrorist organisation. In this regard, the public display of their sym-
bols, the dissemination of related materials, or statements that may be interpreted 
as expressing support for these organisations may give rise to liability under Rus-
sian legislation.

3.3. State Policy of the Russian Federation in the Field of Countering  
        “Extremism” in the Context of the TOT

The main document defining the population groups considered in the Russian Fed-
eration to be susceptible to terrorism and extremism is the Comprehensive Plan for 
Countering the Ideology of Terrorism in the Russian Federation for 2024–2028. In 
particular, this document classifies children and young people, as well as the popu-
lation of the so-called “new subjects of the Russian Federation” — that is, residents 
of the temporarily occupied territories of Ukraine — as belonging to such groups.

1	  https://minjust.gov.ru/ru/extremist-materials/, archive: https://archive.ph/DoIbM

https://minjust.gov.ru/ru/extremist-materials/
https://archive.ph/DoIbM
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More broadly, the general approaches of state policy in this area are defined by 
the Strategy for Countering Extremism in the Russian Federation, adopted by 
Presidential Decree of the RF No. 1124 of 28 December 2024, which sets out the 
objectives, tasks, and principal areas of activity of state authorities in the field of 
countering extremism. 2 Among the principal sources of extremist threats, the Strat-
egy identifies both internal and external threats, including the ideas of Nazism, 
neo-Nazism, radical nationalism, radical groups from Ukraine allegedly support-
ed by external forces, as well as the activities of foreign NGOs, support for “colour 
revolutions”, the “falsification of Russian history”, and others. The Strategy for 
Countering Extremism also defines such terms as “Russophobia”, “xenophobia”, 
“radicalism”, “the ideology of violence”, and “extremist ideology”, which form the 
basis for measures aimed at countering extremism.

3.4. Educational and Youth Policy of the Russian Federation  
        as a Mechanism for Shaping Loyalty and Countering “Extremism”

Education and state youth policy in the Russian Federation are identified as key areas 
for implementing state policy in the field of countering extremism. The relevant stra-
tegic documents provide for a range of preventive measures carried out through the 
education system and the instruments of state youth policy. These measures include, 
in particular, fostering loyalty among children and young people towards state policy, 
promoting official historical narratives, monitoring the information environment within 
educational institutions, and introducing specialised educational and upbringing pro-
grammes. Such measures include:

	● publication of educational and methodological materials aimed, inter alia, at fos-
tering a culture of interethnic and interfaith communication, patriotism, civic re-
sponsibility, and pride in the history of Russia;

	● the formation of an all-Russian civic identity among children and young people at 
all stages of the educational process;

	● conducting monitoring in educational institutions of information and telecom-
munication networks, including the internet, used for educational purposes, in 
order to prevent the dissemination of extremist ideology and extremist mate-
rials, including those containing justification of extremist or terrorist activity or 
calls for the preparation and commission of terrorist acts;

	● interaction between bodies involved in countering extremism and youth public 
associations, sports federations and clubs, sports supporters’ organisations, indi-
vidual young people, and youth groups for the purpose of preventing extremist 
activity within youth and sports environments”;

	● improvement of measures aimed at preventing extremist activity within educa-
tional institutions;

	● support for learners belonging to risk groups (including those identified as 
showing signs of difficulties in psychological and personal development), im-
plementation of preventive measures involving learners affected by extremist 
ideology and members of their families, and involvement in this work of repre-
sentatives of religious, public, and sports organisations;

2	 http://publication.pravo.gov.ru/document/0001202412280115?ysclid=m5aysfziuq379203810, 
archive https://archive.ph/wip/bFcoR 

http://publication.pravo.gov.ru/document/0001202412280115?ysclid=m5aysfziuq379203810
https://archive.ph/wip/bFcoR
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	● introduction into educational activities, for the purpose of the patriotic upbringing 
of adolescents and young people, of a unified course on the history of Russia, 
objectively covering and assessing the most important events connected with the 
formation and development of our country as a state, as well as revealing external 
and internal threats to the existence of Russia during various historical periods; 
and others.

An analysis of the Strategy for Countering Extremism in the Russian Federation3 (quo-
tations from the original document are provided below) suggests that children and 
young people are regarded as one of the key vulnerable groups which, from the 
perspective of state policy in the Russian Federation, require “protection” from 
external influences, including the internet, foreign organisations, and information re-
sources. In the document, Ukraine is presented as an “unfriendly state” allegedly 
using extremist or terrorist organisations to conduct a hybrid war against the RF, 
while the so-called “Ukrainian crisis” is portrayed as a tool for “inciting Russo-
phobia” around the world. Within the educational sphere, the Strategy provides for 
the formation of an “all-Russian identity” and loyalty to state policy of the RF through 
instruments of “patriotic” upbringing, control of the information space, and supervi-
sion of pupils classified as belonging to a so-called “risk group”. In this context, the 
concept of “extremism” is effectively used as an ideological instrument for shaping 
the worldview of children and young people, including in the temporarily occupied 
territories of Ukraine.

Thus, in the context of the current legislation of the Russian Federation and its en-
forcement practice, children residing in the temporarily occupied territories who re-
ceive education under Ukrainian state standards may face additional legal and secu-
rity risks. Manifestations of Ukrainian civic and cultural identity, the use of Ukrainian 
educational materials, or participation in distance learning may be arbitrarily interpret-
ed by the occupation authorities as indications of “extremism” or “discrediting state 
institutions”.

Selected Provisions of the Strategy for Countering Extremism in the Russian Fed-
eration:

3	  http://www.kremlin.ru/acts/bank/51580, archive https://archive.ph/UhHiI

http://www.kremlin.ru/acts/bank/51580
https://archive.ph/UhHiI
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11. Certain states use extremist and terrorist organisations as instruments for waging 
hybrid wars against geopolitical opponents and pursuing self-serving geopolitical ob-
jectives, including through interference in the internal affairs of other states for the 
purpose of destabilising the socio-political situation in those states, violating their ter-
ritorial integrity or provoking civil wars within them, instigating “colour revolutions”, as 
well as creating an environment of “controlled chaos” in certain regions of the world.

12. A real threat is posed by the policy of certain foreign states aimed at distorting 
history, falsifying the role of the USSR in the Second World War and diminishing its 
contribution to the victory over Nazi Germany and militarist Japan, reviving the ideas 
of Nazism and fascism, intensifying revanchist ideas, and glorifying Nazis and their 
collaborators. Destructive forces contribute to the dangerous growth of the extremist 
and terrorist potential of criminal groups that adhere to the inhumane ideology of 
Nazism and neo-Nazism.

13. The most serious extremist threats arise from the widespread dissemination of 
neo-Nazi ideas, the strengthening of radical nationalist armed groups (including in 
Ukraine) supported by external forces that encourage the commission of criminal acts 
on the territory of Russia, including acts of sabotage and terrorist attacks against peo-
ple and civilian objects, involving Russian citizens in these criminal activities. Risks 
associated with extremism in Ukraine extend to neighbouring countries and regions. 
Connections between Ukrainian neo-Nazis, transnational organised criminal groups, 
and international terrorist organisations are being strengthened. The Ukrainian crisis 
is being used by unfriendly states to wage hybrid wars against the Russian Federation 
and to incite aggressive Russophobic sentiment throughout the world. In this regard, 
among the key tasks are the elimination of sources of extremist threats emanating 
from the territory of Ukraine and the prevention of the infiltration into Russian territory 
of representatives of foreign and international extremist and neo-Nazi communities.
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22. Cases of involving minors in the ranks of extremist organisations have become 
more frequent, since they are not only more susceptible to ideological and psycho-
logical influence, but may under certain circumstances not be held criminally liable.

32. The dissemination of extremist ideology within the territory of the Russian Feder-
ation takes place through various forms and methods. Extremist activity is disguised 
as humanitarian, educational, awareness-raising, and religious initiatives, under the 
pretext of which radically minded individuals infiltrate public authorities, political par-
ties, public and other associations, and foundations involved in drafting, submitting, 
considering, or adopting normative acts in these spheres.

3.5. Application of Anti-Extremism Legislation to Minors

As of 2025, the “List of Terrorists and Extremists” included 12 individuals aged 15–18 
(born between 2007 and 2010) from the TOT of Ukraine and territory controlled by 
Ukraine.

“Countering extremism and terrorism” in the Russian Federation is a multi-level pro-
cess involving all participants in the educational process.

Educational staff operate in two main areas:

1.	 identifying pupils considered to belong to a “risk group” and working with them; 

2.	 implementing preventive measures.

To identify individuals considered “susceptible to terrorism and extremism”, the fol-
lowing recommended set of socio-psychological diagnostic tools is used:

	● sociometric testing of pupils in each class at least once a year, including the de-
velopment of sociograms;

	● content analysis of written work (essays, creative assignments) on topics related 
to “destructive ideology”, involving psychologists and linguists, with comparison 
of the results against sociometric data;

	● observation by psychologists, educators, and social pedagogues during class-
room activities and thematic meetings in order to assess the actual views of pu-
pils;

	● conversations and interviews with informal pupil leaders in order to clarify their 
views and develop an expert assessment of the values and attitudes prevailing 
within the class and the school as a whole.
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In addition, an important element of these measures is behavioural monitoring 
through the systematic review of social media, messaging platforms, and public 
statements made by participants in the educational process.

The occupation authorities have developed “methodological recommendations 
on preventing the spread of the ideology of terrorism, extremism, and neo-Nazism 
among young people from the Donetsk People’s Republic, the Luhansk People’s Re-
public, Zaporizhzhia Region, and Kherson Region”. According to these recommenda-
tions, when examining social media accounts, attention is advised to be paid to the 
following aspects:

	● nickname and status, as sources of additional information about the pupil’s inter-
ests;

	● subscriptions to online communities, as a source of information about the pupil’s 
sphere of interests;

	● the content of posts and comments for indications of aggression or anxiety;

	● posted photographs or stories in which the pupil is tagged;

	● audiovisual content and design elements (images, logos, video clips, songs, vid-
eos).

	● audiovisual content and design elements (images, logos, short video clips, songs, 
and music videos).

Among the markers identified within the framework of such monitoring are, inter alia, 
the phrases “Glory to Ukraine — Glory to the Heroes” and “Ukraine Above All”. Other 
markers include subscriptions to pro-Ukrainian online communities, publications ex-
pressing pro-Ukrainian or pro-Western positions, and posts containing informal com-
mentary on the so-called “special military operation” (SMO), including references to 
its negative impact on the socio-economic sphere of society (living standards in Rus-
sia, expenditure on social payments, rising prices, and increased tax rates).

Some materials developed by the occupation authorities for identifying pro-Ukrainian 
positions among children include:

Source: https://t.me/ncpti/2408,  
archive https://archive.ph/wip/7mXN0

Radicalisation of Ukrainian 
Society

Modern Ukrainian society un-
derwent a prolonged process of 
radicalisation shaped by ongoing 
crises. Various ideas merged to-
gether, including openly neo-Nazi 
ones. At first, it became accept-
able to openly and with impunity 
mock people of other nationali-
ties. Later came the glorification 
of Nazi collaborators from the pe-
riod of the Great Patriotic War.

https://t.me/ncpti/2408
https://archive.ph/wip/7mXN0
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Source: https://t.me/ncpti/2408, 
archive: https://archive.ph/wip/7mXN0

Radicalisation of Ukrainian 
Society

Ukrainian neo-Nazism is merely an 
instrument for causing harm to Rus-
sia. It has no solid historical founda-
tion and is largely mythologised. Its 
essence is “Ukraine as Anti-Russia”.

It is enough to look at how the histo-
ry of Ukraine is presented in modern 
Ukrainian schools: emotional fram-
ing, Ukrainocentrism (everything 
good is portrayed as originating 
within Ukraine, everything bad as 
coming from outside, most often 
from the East). There is no coherent 
worldview model.

Source: https://t.me/ncpti/3395,  
archive: https://archive.ph/wip/Rz5EQ

Nazification in the Education 
System

If a range of nationalist myths is in-
stilled in children from their school 
years onwards, then within one or 
two generations society may shift 
significantly in a nationalist direc-
tion.

Examples of such nationalist 
myths include the cult of the Holo-
domor as a “deliberate genocide” 
and the portrayal of collaborators 
with the Nazis during the Great 
Patriotic War as “fighters for inde-
pendence”.

Source: https://t.me/ncpti/3395,  
archive: https://archive.ph/wip/Rz5EQ

Nazification in the Media 
Environment

One characteristic of a Nazified me-
dia environment is the demonisa-
tion and dehumanisation of certain 
groups within society - first by opin-
ion leaders, and later by the media 
and the state.

Moreover, hatred is actively encour-
aged. One example is the promo-
tion of so-called “language patrols” 
(in the Baltic states, Ukraine, and 
even countries of Central Asia), in 
which Russian-speaking people 
were forced to speak another lan-
guage while being filmed.

https://t.me/ncpti/2408
https://archive.ph/wip/7mXN0
https://t.me/ncpti/3395
https://archive.ph/wip/Rz5EQ
https://t.me/ncpti/3395
https://archive.ph/wip/Rz5EQ


Information and Analytical Brief
on Security Risks for Children in the Temporarily Occupied Territories of Ukraine When 

Obtaining Education and Engaging with the Ukrainian Information 13

Source: https://t.me/ncpti/3395,  
archive: https://archive.ph/wip/Rz5EQ

Inequality in Society

The division into “masters” and 
“subordinates” may also emerge 
within the group itself that is re-
garded as dominant. For example, 
contemporary Ukrainian society is 
portrayed as consisting of an elite 
group of military personnel (“the 
new Cossacks”) and ordinary cit-
izens whose rights are restricted, 
including the right to leave the 
country and protection against 
forced mobilisation.

Source: https://t.me/ncpti/3395,  
archive: https://archive.ph/wip/Rz5EQ

Nazification Through Symbols

Symbols associated with Nazi Ger-
many and SS units are used. New 
symbols are created or old ones 
revived (for example, the black-
and-red flag of the OUN-UPA*).

Rituals modelled on those of the 
Nazis have also emerged, includ-
ing torchlight marches and com-
memorative ceremonies for mem-
bers of the terrorist Azov Battalion.

At the same time, the swastika it-
self may not be used because it 
provokes an unequivocally nega-
tive reaction among most people.

*Extremist organisation prohibited 
in the RF.

https://t.me/ncpti/3395
https://archive.ph/wip/Rz5EQ
https://t.me/ncpti/3395
https://archive.ph/wip/Rz5EQ
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Conclusion

The materials presented in this brief demonstrate the emergence in the TOT of a 
systemic environment of control in which children and young people become targets 
of ideological influence and potential persecution for any manifestations of connec-
tion with the Ukrainian educational, informational, and cultural space. An analysis of 
the regulatory framework of the Russian Federation, the way it is applied in practice, 
and the approaches employed by the occupation administrations demonstrates that 
mechanisms for countering so-called “extremism” are in fact being used as instru-
ments for controlling the identity, information practices, and educational activities of 
children and young people in the TOT.

Documented cases of persecution of minors, monitoring of pupils’ digital activity, con-
trol over the use of digital devices, and analysis of social media, educational content, 
and public statements indicate the existence of real risks for children who maintain 
connections with Ukraine through education, cultural content, or online communica-
tion. This requires the issue of access to education for children from the TOT to be 
considered not only as an educational or humanitarian matter, but also as a security 
and human rights issue.

At the same time, although Ukraine has developed certain security approaches, 
recommendations, and regulatory mechanisms concerning interaction with chil-
dren and civilians during war and occupation, it should be noted that there is cur-
rently no unified and comprehensive “security protocol” specifically governing in-
teraction with children and young people in the TOT.

At present, this area is regulated through a combination of:

	● norms of international humanitarian law and human rights law;

	● child protection policies;

	● recommendations relating to the principle of “the best interests of the child”;

	● security practices developed by state authorities, humanitarian organisations, 
and human rights institutions, as well as local practices adopted by educational 
institutions.

Many international and Ukrainian organisations have their own internal child protec-
tion policies; however, these are primarily internal organisational documents rather 
than a unified state standard.

The main problem is that security practices remain fragmented: there is no interagen-
cy standard, no unified mechanism for risk assessment, and different organisations 
operate under their own protocols. There is a particular lack of protocols for educa-
tors working with learners from the TOT, rules governing public communication con-
cerning children in the TOT, safe mechanisms for collecting personal accounts and 
testimonies, and standards for working with young people during reintegration and 
de-occupation.

In this context, particular importance should be attached to integrating the principle 
of “do no harm” into the activities of state authorities, international organisations, 
law enforcement bodies, humanitarian and educational institutions, as well as actors 
engaged in public communication relating to children in the TOT. Any educational, in-
formational, humanitarian, or communication initiatives involving children and young 
people in the temporarily occupied territories must be implemented with due regard 

4.
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for the best interests of the child and accompanied by an assessment of potential 
risks to their safety, confidentiality, psycho-emotional well-being, and legal status, so 
as not to create additional threats for children and their families.

In view of this, there is an urgent need to develop interagency security protocols 
for interaction with children and young people in the TOT. Such protocols should 
be developed with the involvement of executive authorities, law enforcement bod-
ies, the Office of the Prosecutor General, the Ukrainian Parliament Commissioner for 
Human Rights, relevant parliamentary committees, international organisations, and 
experts in the field. Their purpose should be to establish unified approaches to safe 
communication, the use of digital platforms, the protection of personal data, public 
communication relating to children in the TOT, and the assessment of risks associated 
with the implementation of educational, humanitarian, and information initiatives.

Particular attention should also be given to assessing the effectiveness of existing 
mechanisms for the protection of children during temporary occupation, as well as 
to establishing continuous interagency monitoring of threats associated with the 
use of educational, digital, and information tools for maintaining contact with chil-
dren in the TOT.

An important element of such an approach should also be strengthened monitoring 
by international organisations and specialised institutions whose activities are relat-
ed to the protection of children’s rights and civilians in situations of armed conflict, 
particularly with regard to the impact of the occupation policy of the RF on children’s 
safety, access to Ukrainian education, and preservation of their identity in the tempo-
rarily occupied territories of Ukraine.

Taking the security dimension into account in the development of state policy, in-
ternational support programmes, and public communication is essential for protect-
ing children’s rights, minimising potential risks, and ensuring that children and young 
people can safely maintain their connection with Ukraine.
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